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Ian Glover 

-  35 years experience in information technology and has specialised in professional  
    services for the last twenty eight years 
-  President of the Council of Registered Ethical Security Testers (CREST) 
-  Chairman of the CLAS Forum 
-  Fellow of the Business Continuity Planning Institute (BCI) and was voted Business     
   Continuity Consultant of the year in 2001 and 2003. 
 
Working on a number of initiatives 
within government to define the 
future direction of the security  
schemes and the professionalisation 
of the information assurance 
industry 
 
Founding Partner of Insight  
Consulting and Managing  
Director of Siemens Insight  
Consulting 



The CREST Vision 

Not For Profit Organisation 
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Demonstrable level of 
assurance of processes  
and procedures of  
member organisations.  

Encourage talent into 
the market.  
On-going personal 
development.  

Guidance  and standards. 
Opportunity to share and  
enhance knowledge.  

Validate the competence 
of information security 
professionals .  

Knowledge Sharing 

Professional Qualifications Professional Development 

Company Membership 

Vision  

To represent 

the technical 

information 

security 
industry  

Vision  

To represent 

the technical 

information 

security 
industry  

Trusted  
Company 

Knowledgeable, 
Skilled & 
Competent 
Individuals 



ÅBanking fraud now makes more money than drugs 

ÅΨ/ƘƛƴŜǎŜ ŀǊŜ ŎǊŀǿƭƛƴƎ ƻǾŜǊ ƻǳǊ ŎƻǊǇƻǊŀǘŜ ƴŜǘǿƻǊƪǎΩ 

ÅSelling exploits is now a significant business 

ÅSelling identities is now a very big business 

ÅSignificant move from accidental to deliberate 
threats 

 

You can have a really good career in legal ethical 
security testing 

Current Position 



Anyone with an Internet connection could set 
themselves up as a tester 

Recently graduated student 

Poacher turned gamekeeper 

Irresponsible organisation 

Opportunistic companies from other sectors 

 

ÅCREST provides a clear differentiator for 
professional testing organisations and their staff 

ÅCREST provides a structured entry point for 
aspiring organisations 

Represent The Information Security Testing Industry 



Security testing industry was unregulated 

 

ÅCREST Member Companies sign up to: 

ïA comprehensive Memorandum of Agreement 

ïCode of Conduct 

ÅCREST provides a full arbitration service 

Represent The Information Security Testing Industry 



Assurance Of Member Organisations 

CREST Company 

Membership  

Carry out appropriate vetting 

Demonstrate quality, security, 

HR and audit  processes and 

controls 

Have access to CREST 

accredited consultant 

Carry adequate insurances, 

trading history and have paid 

CREST membership 

Employ a testing methodology 

in line or better than the 

CREST requirements 

Adhere to the CREST 

Memorandum of Agreement 



Methodology Requirements 

Test Execution 

Á Storage 
Á Transit 
Á Destruction 
 
 

Data Security 

Á  Approach 
Á Separation 
Á Tool Heritage 
Á Traceability 
Á Repeatability 

Á Scope 
Á Legal 
Á Disclosure 
Á Reporting 
 
 

Test Administration 



ÅCREST Member Companies sign up to: 
ïA comprehensive Memorandum of Agreement 
ïCode of Conduct 
ÅEmployers view of you based on your internet presence 
ÅSame for partners 

ÅCREST member companies are audited for their 
processes 

ÅProvide a positive contribution to the development of 
the industry and individual 
 

When considering a career CREST membership should be 
a serious consideration 

 

Represent The Information Security Testing Industry 



The IT Professional Pipeline Gap 2001 - 2007 

0

200,000

400,000

600,000

800,000

1,000,000

1,200,000

1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007

IT
 p

ro
fe

s
s
io

n
a
ls

0

5,000

10,000

15,000

20,000

25,000

30,000

35,000

40,000

C
o

m
p

u
ti
n

g
 A

p
p
li
c
a
n

ts

Total IT professionals

Total applicants to Computing courses

©e-skills UK 2000-2011 

 2011Research  - 500,000 new entrants a year needed into 

UK IT &Tel. workforce over the next five years  
 



ÅThe IT & Telecoms industry GVA contribution amounts to 9% (£81 billion) 
 of the ¦YΩǎ economy and is set to grow 
 
ÅThe internet contributes circa £100 billion to the UK economy (7.2% of GDP) 
 
ÅThere is considerable evidence of a large impact of ICT on firm productivity 
among both US and European firms 
 
ÅIn terms of the highest levels of % change, output in IT services has been and 
is forecast to remain the highest of all UK sectors 
 
ÅPotential economic benefit from getting everyone in the UK online is over £22billion 
 

None of this can be achieved without confidence in the security of the 
information systems 

UK Research Highlights 2011 ς 1 
e-Skills 



Virtually no recognised professional 
qualifications 

ÅCREST provides an industry led set of 
recognised professional qualifications 

ÅCREST assessments are carried out by industry 
peers to the highest level 

 

CREST provides a real and exciting career path 
for testers 

Represent The Information Security Testing Industry 



Richard Davies 

MWR Infosecurity 

 



2003-2007 

MEng Computer Science, University of Southampton 
ÅDiscrete mathematics, logic, computer networks, software 

engineering, compiler engineering, Web technologies, ... 

 
2007-2009 

Software Developer 
Å/ІΣ !{t Φb9¢Σ WŀǾŀΣ WŀǾŀ{ŎǊƛǇǘΣ I¢a[κ/{{Σ Χ 
ÅSource control, testing frameworks, Web application 
ŦǊŀƳŜǿƻǊƪǎΣ Χ 

 
2009 

Information Security Consultant, MWR InfoSecurity 
 

Career To Date 



ÅAlways at the forefront of technology 

ÅDaily developments 

ÅTechnically challenging 

ÅStaying 'one step ahead' 

ÅGrowing importance in modern life 

ÅUnique information sharing culture 

ÅInteresting areas of research 

ÅHugely rewarding 

 

Why InfoSec 



ÅCheck my email inbox. One email is a brief message of thanks from a client for whom I 
was performing a penetration test the previous week with request for follow up 

 
ÅTesting activities for the day. Half way through a Social Engineering project for one of 

our clients.I use the information I've gathered to construct a convincing phishing web 
site ready to launch in the morning. 
 
ÅDecide on the attack vector: a fake web mail login screen, construct the web page and 

devise some malicious JavaScript to capture the user's input and send it to a remote 
server under my control. 
 
ÅTalk to colleagues who are performing an application security assessment for the same 

client. He has found a Reflected Cross Site Scripting vulnerability in one of the web pages 
hosted on their domain. I leverage this vulnerability in my phishing attack by 
constructing a malicious link to deliver the payload.  

 
ÅI hit a problem when testing my malicious link in different browsers: IE8's new Anti-XSS 

feature has detected the link as an XSS attack. I explain my dilemma to one of my 
colleagues who suggests a work-around and I alter my payload. After re-testing, I have 
successfully managed to circumvent IE8's built-in protection. 

 
ÅCompare notes with other technical and social engineering test teams 

 
 
 

 

 
 

Day In The Life 



ÅManaging time effectively 

ÅDemonstrating excellent English and 
grammar skills 

ÅExplaining technical concepts clearly to a 
range of audiences 

ÅStaying 'ahead of the curve' 

ÅWorking in dynamic team environments 

ÅTravelling and engaging 'face to face' with 
clients 

 

Challenges 



ÅExceptional track record 

ÅWell recognised within the industry 

ÅHealthy knowledge sharing culture 

ÅStrong emphasis on consulting excellence 

ÅDiverse range of services 

ÅHuge variety of research opportunities 

ÅFriendly, dynamic and energetic team 

Å'Hands on' training events 

Why MWR 



 

Training Events 



ÅAttacking with ñSmartò Cards 
ÅLinux ï Assessing Tux Strength 
ÅAltiris Deployment Solution 
ÅFun with Plug & Own 
ÅSolaris 
ÅExtreme Networks 
ÅVMWare 
ÅBehind Enemy Lines 
ÅSidebar Gadget Attacks 
ÅSecurity Implications of Windows Access Tokens 

Research Projects 



ÅCRESTCon 

ÅDEFCON 

ÅSchmooCon 

ÅEUSec 

ÅCCC 

ÅDeepSec 

ÅSec-T 

ÅT2 

Å... 

 

Conferences 


