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Is There Really A Career In Legal Ethical
Hacking and Forensics!!
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- 35 years experience in information technology and has specialised in professional
services for the last twenty eight years

- President of the Council of Registered Ethical Security Testers (CREST)

- Chairman of the CLAS Forum

- Fellow of the Business Continuity Planning Institute (BCl) and was voted Business
Continuity Consultant of the year in 2001 and 2003.

Working on a number of initiatives
within government to define the
future direction of the security
schemes and the professionalisatio
of the information assurance
industry

Founding Partner of Insight
Consulting and Managing
Director of Siemens Insight
Consulting




o The CREST Vision

Company Membership

Demonstrable level of
assurance of processes
and procedures of

member organisations.
Trusted

Company

:\_
Professional Qualificatiorg

Validate the competence
of information security
professionals .

Knowledge Sharing

Guidance and standards.
Opportunity to share and
enhance knowledge.

Professional Development

Encourage talent into
the market.
On-going personal
development.

Not For Profit Organisation
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@ Current Position

A Banking fraud now makes more money than drugs
AW/ KAYSaS NBE ONYgt Ay 2¢
A Selling exploits is now a significant business

A Selling identities is now a very big business

A Significant move from accidental to deliberate
threats

You can have a really good career in legal ethical
security testing
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Anyone with an Internet connection could set
themselves up as a tester

Recently graduated student
Poacher turned gamekeeper
Irresponsible organisation
Opportunistic companies from other sectors

A CREST provides a clear differentiator for
professional testing organisations and their staff

A CREST provides a structured entry point for
aspiring organisations



o) IR
/) Represent The Information Security Testing Indust

CR=ST

Security testing industry was unregulated

A CREST Member Companies sign up to:
I A comprehensive Memorandum of Agreement
I Code of Conduct

A CREST provides a full arbitration service



@ Assurance Of Member Organisations
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Adhere to the CREST
Memorandum of Agreement

Carry out appropriate vetting

Demonstrate quality, security,
HR and audit processes and

CREST Company controls
Membership

Have access to CREST
accredited consultant

Carry adequate insurances,
trading history and have paid
CREST membership

Employ a testing methodology
in line or better than the
CREST requirements




Q Methodology Requirements
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| rr —
est Administrah Test Execution. § Data Security

“Scope TApproach “Storage”
Legal Separation Transit
Disclosure Tool Heritage Destruction
Reporting Traceabillity

Repeatabllity
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A CREST Member Companies sign up to:
I A comprehensive Memorandum of Agreement

I Code of Conduct
A Employers view of you based on your internet presence

A Same for partners
A CREST member companies are audited for their
processes

A Provide a positive contribution to the development of
the industry and individual

When considering a career CREST membership should
a serious consideration
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2011Research 500,000new entrants a year needed into

UK IT &Tel. workforce over the next five years
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ArhelT & Telecomsndustry GVAcontribution amountsto 9% (£81 billion)
of the| Y €canomyandissetto grow

Arheinternet contributescirca£100billion to the UKeconomy(7.2%of GDP)

AT hereis considerablesvidenceof alargeimpactof ICTon firm productivity
amongboth USand Europearfirms

An terms of the highestlevelsof %change output in IT serviceshasbeenand
is forecastto remainthe highestof all UKsectors

Aotentialeconomicbenefit from getting everyonein the UKonlineis over £22billion

None of this can be achieved without confidence in the security of the
iInformation systems
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Virtually no recognised professional

gualifications

A CREST provides an industry led set of
recognised professional qualifications

A CREST assessments are carried out by indus
peers to the highest level

CRES

provides a real and exciting career pat
for testers
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Richard Davies
MWR Infosecurity



Q Career To Date
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L ngComputer Science, University of Southampton

Iscrete mathematics, logic, computer networks, software
engineering, compiler engineering, Web technologies, ...

L] 20072009
_| Sgftware Developer
&lz 1 {t ®db9¢x WI Ol W I { ONRL

ource caontrol, testing frameworks, Web application
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] 2009
| Information Security Consultant, MWRfoSecurity
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Why InfoSec

AAIways at the forefront of technology
ADain developments

ATechnicalIy chal
AStaying 'one ste

enging

0 ahead’

AGrowing Importance in modern life

AJnique iInformation sharing culture
A nteresting areas of research
A—Iugely rewarding
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A Check my email inbox. One email is a brief message of thanks from a client for whom |
was performing a penetration test the previous week with request for follow up

ATesting activities for the day. Half way through a Social Engineering project for one of
our clients.luse the information I've gathered to construct a convincing phishing web
site ready to launch in the morning.

A Decide on the attack vector: a fake web mail login screen, construct the web page and
devise some malicious JavaScript to capture the user's input and send it to a remote
server under my control.

A Talk to colleagues who are performing an application security assessment for the same
client. He has found a Reflected Cross Site Scripting vulnerability in one of the web pag
hosted on their domain. | leverage this vulnerability in my phishing attack by
constructing a malicious link to deliver the payload.

AI hit a problem when testing my malicious link in different browsers: IE8's newX&igi
feature has detected the link as an XSS attack. | explain my dilemma to one of my
colleagues who suggests a wafound and | alter my payload. After-testing, | have
successfully managed to circumvent IE8's huilbrotection.

A Compare notes with other technical and social engineering test teams



Q Challenges

AI\/Ianaging time effectively

A Demonstrating excellent English and
g g
grammar skills

AEpraining technical concepts clearly to a
range of audiences

AStaying ‘ahead of the curve'
AWorking IN dynamic team environments

ATraveIIing and engaging 'face to face' with
clients



o Why MWR
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AExceptionaI track record

Awell recognised within the industry
AHeaIthy knowledge sharing culture
AStrong emphasis on consulting excellence

A
A
A

A.

Diverse range of services
Huge variety of research opportunities

~riendly, dynamic and energetic team
Hands on' training events



@ Training Events

CR=ST

Jperation Hagckiu
2010

Kelvedon ¢
Hatch (i Essex)

Secret Nuclear Bunker

BIGGEST & DEEPEST IN ESSEX
OPEN TO THE PUBLIC

Secret Underground Cold
War Bunker for Devolved
Central Government




@ Research Projects

AAttacking with ASmarto C
A Linux i Assessing Tux Strength

A Altiris Deployment Solution

A Fun with Plug & Own

A Solaris

A Extreme Networks

A VMWware

A Behind Enemy Lines

A Sidebar Gadget Attacks

A Security Implications of Windows Access Tokens
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A CRESTCon
A DEFCON

A SchmooCon
A EUSec
Accc

A DeepSec

A Sec-T
AT2

A..



