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What we How we begin

What we know about to educate so

know about
youth risk
online

youth and we might
digital/social address the
media risk effectively




Content

Conduct

Commerce

wOnline grooming
w Cyberbullying

wViewing inappropriate content
wPlagiarism and copyright
wlInaccurate information
wUsergenerated content

wAggressive behaviour online
wAddiction

weCommerce

wldentity theft and privacy
wJunk and spam
wPremium rate services



wFreedom from physical harm

Physical Safety

wFreedom from cruelty. Harassment and
exposure to potentially disturbing material

. wFreedom from unwanted social, academic,
SERIEI01aIRETR0 B professional and legal consequences that

|ega| safety could affect you for a lifetime

[6[S1a[H137A el(0] 0]=1F VA | wFreedom from theft of identity and property
and Community and attacks against networks and online

communities at local, national and
safety international levels.




Child Exploitation and Online Protection Cen
Police and Government
Part of the Virtual Global Task Force

Key focus on harm reduction and tackling
activities around images of online sexual ab

Harm reduction campaign aimed at KS3 anc
Cybercafematerials for KS2
Delivered byl hinkUKnovirainers

Harm reduction campaign aimed at KS1
Can be delivered by any practitioner




wReducing the amount of
personal information young
people give out about
themselves

wProtecting online identity

wSetting profiles to
private

wNot sharing passwords

wStrategies for talking to
adults

wReporting options

wStrategies forepoting
online (Report Abuse
Button)

Reporting

WCEOQOP Trainers
WCEOP Ambassadors
wGathering regional data

Regional
Expertise



LS Safety Cyberbullyi d online h t t salient risk

: wCyberbullyingand online harassment most salient risks
LCICEIRERL S % Sk At RNByY F NBy Qd Sl dzt € ¢
Force Report wPsychosocial makeup and environment better predictors
than the technology they are using

January 2009

wOnline predation cases seldom involve yp@bescent

Crimes Against [eEiitiED

Children Research wAlmost never involve abduction or assault
wEvidence to suggest that teens are actively engaged in

Centre sexual encounters with adults online
. . wGrooming may involve manipulation but rarely involves
University of New [rrsss
Ham pshire wYoung person is aware of the approximate age and
_ intentions of adult
Finklehoret al wOffenders play on teen desires for romance and sexual

information
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Likelihood of being harmed by an
online stranger in this way is quite

rare

Y,

\

Most sexual solicitations are from
peers

Y,

N

Overwhelming majority of crimes
against youth take place in the rea

world mostly by adults they knowj

~N

Aggressive and overtly sexual
behaviour online increases the rislj

J




Publishing
hurtful images
can seldom be

recalled

Lok

Less aggressive. A
bit of a wind-up!
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What are the
differences
between physical
bullying and

cyberbullying?

Different bully profile

7 4

24/7 with little

respite

Increases
number of
bystanders

Staff can equally be
targeted

B

Much quicker to
escalate

Cannot see or
judge the
response of
the person



Possible indicators ...

Quickly switches screens
when you walk in?

Using multiple . Using an account that
online accounts" Aay Qi GKSA
Laughs excessively when _ ] )
using the computer? Avoids discussions about
what they are doing on

) the computer?
Using the computer

surreptitiously or at odd hours?

Gets unusually upset when
they cannot use the

Become abnormally withdrawn
computer?

from friends and family
members?

Appear angry, depressed
or frustrated after using

“They appear uneasy about | the computer?

going to school or outside
in general?

Appears nervous or jumpy
when an IM or email appears?

Unexpectedly stops using
the computer?



EU Kids Online Report July 2009

wGiving out personal information

wEncountering pornography

wSeeing violent or hateful content

wCyberbullying

wReceiving unwanted sexual comments

wMeeting an online contact offline (this is the least common risk)

«Children from lower soci@conomic groups more at risk
wBoys more likely to create or encounter conduct risks
wGirls more likely to be affected by content or contact risks
wUJK rated as a high udegh risk country

wEducate young children

winvolvement of young people in risk reduction is effective and
valued

wMove away from always seeing the child as victim; very often the
perpetrator

wParents alone cannot be relied on to keep children safe



